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EBA CONSULTATION ON IMPLEMENTATION OF GUIDELINES ON INTERNET PAYMENTS SECURITY - RESPONSE FROM THE DANISH BANKERS ASSOCIATION 
The Danish Bankers Association (“DBA”) welcomes the opportunity to comment on the implementation guidelines. These are important topics and the outcome of the consultation potentially has large investment con-sequences for PSPs and will affect the entire e-commerce market in the EU. 
Question: Do you prefer for the EBA guidelines a. to enter into force, as consulted, on 1 August 2015 with the substance set out in this consultation paper, which means they would apply during a transitional period until stronger requirements enter into force at a later date under PSD 2 (i.e. a two-step approach); or b. to anticipate these stronger PSD 2 requirements and include them in the final guidelines under PSD 1 that enter into force on 1 August 2015, the substance of which would then continue to apply under PSD 2 (i.e. a one-step approach).
Answer of the DBA: Both proposed approaches entail the risk of redundant investment by PSPs and potential confusion and inconvience for customers and e-merchants.
By following a one-step approach, it would be necessary to second-guess the outcome of the PSD2 process with the risk that PSPs would be implementing security measures which were not in accordance with the final PSD2 text. Furthermore, security requirements as per the current Council PSD2 text are quite far-reaching, going well beyond what was envisaged by SecuRe Pay (including potentially “strong transaction signing”), the implementation of which is by no means trivial. Such changes require considerable time to design, test and a deadline of 1 August 2015  does not seem to be a viable option. The implementation requires a solid legal basis and clear, well-defined requirements. The PSD2 will provide both of these.
On the other hand, the two step approach runs the risk of PSPs implementing security solutions based on the guidelines as they stand, only for these to become non-compliant when the PSD2 comes into force. This risk e.g. relates to implementing strong authentication/3D Secure-type solutions for online card payments, which potentially do not live up to the proposed strong transaction signing of the PSD2. Such a two-step approach would also risk bringing significant confusion to the e-commerce market. 

Hence, it is the view of the DBA that authorities need to recognise the fact that running the PSD2 review process and implementation of the guidelines in parallel gives rise to a new situation. We firmly believe that the only viable solution for all parties involved is to postpone the implementation of the guidelines until the final text of the PSD2 is agreed, adapting the guidelines to this text – and allowing ample time for PSPs and others to implement any new requirements. 

General comments:
Legal basis of the implementation: The fact that reference to GAs had to be removed from the guidelines illustrates that the PSD2 needs to give EBA the proper legal basis for implementing the guidelines – another argument for the “alternative one-step approach”. This also relates to the need for the guidelines to apply to payment initiation service providers as per the PSD2.

Clarity of the guidelines: While the DBA in general considers the guidelines to be “common sense” for PSPs, further clarity as to the roles and responsibilities of various parties in the payment chain would be helpful. This could e.g. be achieved by updating and extending the ECB implementation guideline. 
Need for pragmatism, technological neutrality and frequent review of the guidelines: Digital security solutions are under constant change, responding to e.g. changes in technology, new security threats etc. It is thus of the utmost importance that the guidelines are reviewed regularly and are focussed on the goal to be achieved, not the exact technical solution implemented. This e.g. relates to the best practice of strong transaction signing, which the DBA believes should remain just that: a best practice, not a requirement, locking PSPs to security solutions involving users carrying around devices for this and preventing PSPs to react swiftly to new threats. 

Need for European – and wider – harmonisation: We welcome the fact that the SecuRe Pay recommendations are brought on a more firm footing, ensuring the desired harmonisation across Europe. Given the international nature of payment fraud, efforts should also be made to harmonise outside the EU. Within the EU, we would also prefer that it is made clear that “best practices” are just that: what PSPs could choose to implement, not what national supervisory authorities could require them to implement. 
Clear definitions needed: Definitions should be clear, un-ambigious and in accordance with relevamt legislation, including PSD2. This in particular relates to “strong transaction authorisation” which is not defined anywhere.
Layout of the guidelines: In general, the DBA found the original text, including the numbering and the fact that best practices were listed under the recommendation they belong to, more reader-friendly.
